
 

  
 

 

   

  

 

Security skills for your business 
Fall 2023 
You’re a small or medium-business owner with big decisions to make and not a lot of time.  
Here are a few resources to help you ensure that you and your employees are taking proper 
precautions to secure your business from cyber breaches.   
 

  

 

New to cloud 
Still learning about what the 
cloud can do for you or your 
business? Start here.  
 

 

Secure your business like you secure your 
home: 5 steps to protect against cybercrime  
Blog | 8 minutes 

Small and medium-sized businesses can leverage five 
simple actions to protect against evolving cyberattacks 
according to Microsoft.  

Start reading 

  

 
 

 

Cybersecurity playbook for Microsoft 365 
Business Premium 
One page PDF 

A quick-start reference guide to help you fortify your 
environment, train your team, and safeguard managed 
devices. 

Download Playbook 

  

 
 

 

Cybercrime: A Multi-Billion-Dollar Industry 
Podcast | 34 minutes 

President and CEO of the Cyber Threat Alliance, Michael 
Daniel, joins Ann Johnson on this episode of Afternoon 
Cyber Tea.  Michael and Ann discuss the sophistication of 
hackers today, persistent threats that have remained over 
the last several years, and what impact ransomware is 
having on organizations across the globe.  

Start Listening 

  

 
 

 

Recover from ransomware attacks 
Learning path | 19 minutes 

Any organization or individual runs the risk of a 
ransomware attack.  As such, the ability to promptly spot 
and respond to an attack remains essential for successful 
recovery.  In this module, you’ll learn how to detect, and 
recover from a ransomware attack. 

Begin course 

  

 
 

 

Describe basic cybersecurity threats, attacks, 
and mitigations 
Learning path | 21 minutes 

Cyberattacks are impacting individuals and businesses at 
alarming rates.  Being informed about the evolving threat 
landscape and common types of attacks are key to learning 
how to protect against attacks.  

Begin course 

  

 
 

 

What should SMBs take into consideration 
when introducing AI to their business? 
Video | 1 minutes 

Amit Sinha, Chief Technlogy Officer, Small Medium 
Business & Scale shares the importance of security, privacy 
and compliance considerations when introducing AI into 
your business. 

Start watching | Learn more 

  

 
 

 Accelerate cloud 
Already on the cloud? Here are 
a few ways you can secure your 
business against cyber risks. 
 

 

Using Microsoft to Keep Your Data Secure 
Video playlist 

GDPR-compliant security solutions that keep cyber security 
threats and leaks at bay.  Tips to understand and improve 
information security. 

Start watching 

  

 
 

 
Microsoft 365 Fundamentals: Describe 
Microsoft 365 security and compliance 
capabilities 
Learning path | 2 hour, 27 minutes 

Learning about how the security, compliance, and identity 
solutions through Microsoft help people and organizations 
secure their entire digital estate, simplify compliance and 
reduce risk.   

Begin course 

  

 
 

 

Prepare for cloud security by using the 
Microsoft Cloud Adoption Framework for 
Azure 
Learning path | 54 minutes 

Organizations moving o the cloud often find they need to 
modernize security practices and tooling to keep up with 
continuous changes in cloud platforms, business 
requirements, and security threats. 

Begin course 

  

 
 

 

Cybersecurity 101: What Are the Three Pillars of 
a Robust Strategy 
Podcast | 36 minutes 

In this episode, you’ll hear about how to tactically create a 
cybersecurity strategy that aligns with business goals, 
foasters turst, and enables innovation.   

Start listening 

  

 
 

 

Describe Dynamics 365 Commerce clienteling 
capabilities and Dynamics 365 Fraud 
Protection 
Podcast | 36 minutes 

In this episode, you’ll hear about how to tactically create a 
cybersecurity strategy that aligns with business goals, 
foasters turst, and enables innovation.   

Begin course 

  

 
 

 
Zero Trust deployment plan with Microsoft 365 
Resource article | 20 minutes 

This article provides a five-step deployment plan for 
building Zero Trust security with Microsoft 365.  Zero Trust 
is a new security model that assumes breach and verifies 
each request as though it originated from an uncontrolled 
network.  Regardless of where the request originates or 
what resource it accesses, the Zero Trust model teaches us 
to “never trust, always verify.” 

Start reading 

  

 
 

 

For more business resources, visit the Small Business Resource Center. 

 

https://www.microsoft.com/en-us/security/blog/2023/01/17/secure-your-business-like-you-secure-your-home-5-steps-to-protect-against-cybercrime/
http://aka.ms/ai4smbs
https://www.microsoft.com/en-us/security/blog/2023/01/17/secure-your-business-like-you-secure-your-home-5-steps-to-protect-against-cybercrime/
https://www.microsoft.com/en-us/security/blog/2023/01/17/secure-your-business-like-you-secure-your-home-5-steps-to-protect-against-cybercrime/
https://thecyberwire.com/podcasts/afternoon-cyber-tea/79/notes
https://learn.microsoft.com/en-us/training/modules/ransomware-recover/
https://learn.microsoft.com/en-us/training/modules/describe-basic-cybersecurity-threats-attacks-mitigations/
https://www.youtube.com/watch?v=N--ZiWTJsuk&list=PLnWjfDdQkUQQy9GQug8uWkf23zZzWwiZf&index=7&pp=iAQB
https://www.youtube.com/watch?v=N--ZiWTJsuk&list=PLnWjfDdQkUQQy9GQug8uWkf23zZzWwiZf&index=8
https://www.youtube.com/playlist?list=PLXPr7gfUMmKwgDbqbBpm4qn1xqe93RTLT
https://learn.microsoft.com/en-us/training/paths/m365-security-compliance-capabilities/
https://learn.microsoft.com/en-us/training/paths/m365-security-compliance-capabilities/
https://www.youtube.com/playlist?list=PLXPr7gfUMmKwgDbqbBpm4qn1xqe93RTLT
https://learn.microsoft.com/en-us/training/modules/explore-microsoft-dynamics-365-fraud-protection/
https://learn.microsoft.com/en-us/training/modules/explore-microsoft-dynamics-365-fraud-protection/
https://www.microsoft.com/en-us/microsoft-365/small-business-resource-center

